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Zbyt wiele sygnalow ostrzegawczych - omijaj.

GREEN LIGHTS

O SSL: 513 certyfikatow w CT logs — aktywna obsluga HTTPS

RED FLAGS

O Aktualnie na DNSBL: zen.spamhaus.org
0 DOMENA DROPPED — wolna do rejestraciji

YELLOW SIGNALS

m Trust Score niski (209/1000) — slabe sygnaly reputacji

TRUST SCORE BREAKDOWN

- Value Source

209 /1000 TrustExpired

0/400 Trustpilot+Opineo+Ceneo
109/ 300 PageRank+Majestic

100/ 200 Whois+age+SSL

0 years WHOIS

4.37 Open PageRank API

n/a Majestic

0 Majestic

0 Majestic

0 Majestic



SSL CERTIFICATE HISTORY (crt.sh)

Total certs in CT logs 513

First cert seen 2024-05-12

Last cert seen 2026-08-30

Let's Encrypt 101
ZeroSSL 74
ZeroSSL GmbH 14
Amazon 11

Subdomains spotted in CT logs (8):

ads-track-api.topfreegames.com, foo-test.topfreegames.com, git.topfreegames.com, push.topfreegames.com,
receipts-verifier-1.topfreegames.com, receipts-verifier-2.topfreegames.com, topfreegames.com,
www.topfreegames.com

DNS RECORDS (live)

A 54.192.35.79
54.192.35.24
54.192.35.92

MX 5 altl.aspmx.l.google.com.

5 alt2.aspmx.l.google.com.
1 aspmx.l.google.com.

NS ns-67.awsdns-08.com.
ns-899.awsdns-48.net.
ns-1172.awsdns-18.org.

TXT "facebook-domain-verification=bp899ndd6hucmvzdukalz8p38xliab"
"v=spfl include:topfreegames_com._es.easydmarc.com ~all"

DNSBL CHECK (live)

IP checked 54.192.35.79

Verdict BLACKLISTED
Listed on zen.spamhaus.org

Clean on bl.spamcop.net, b.barracudacentral.org, dnsbl.sorbs.net



